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JlnueH3noHHoe cornaweHne Ha UCNosnb3oBaHue nporpamMmmMHoOro obecne4yeHus

HacTtoswee nuueH3noHHoe cornalleHue (ganee «CornalleHue») ABNseTcs JOroBOPOM, 3aKrioYeHHbIM Mexay Bamu
(bmsmyecknm N LpPUOMYECKMM NNLIOM) - KOHEYHbIM Morfb3oBaTtenem (ganee «llonb3oBaTtenb») U KOMMNaAHUEWN
Aladdin Software Security R. D. (ganee «[paBoobnagatenb») OTHOCUTENBHO Nepefayn HEUCKIIYUTENBHOIO NpaBa
Ha Mcnonb3oBaHWe NPOrpaMMHOro obecneyeHus.

MporpammHoe obecnedeHne (ganee «MO») - aTo0 komnnekc nporpamm ans OBM, v gokymeHTauuu (nedvatHble
MaTepwarnbl, HOCUTENW 1 dhannbl ¢ MHpopMaument), ABNSIOLWNXCS HeoTbeMnemon Yactbto M0,

MO, Bknyas Bce JanbHenwmne yCcoBEpPLUEHCTBOBaHNA, ABIAETCA 06BHEKTOM adBTOPCKOro npaBa W OXpaHAETCA
3aKOHOM.

1. MpeameT CornaweHusn

I'Ipep,meTOM HacTosiwero CornaweHus sBnseTcs nepepaya I'IpasooGna,aneneM KOHEYHOMY Monb3oBartento
HEeWUCKN4YnTesrnbHOro npasa Ha ncnosfib3oBaHmne Mno.

Bce ycnoBusi, oroBopeHHble Aanee, 0THOCATCS Kak Kk 10 B Llenom, Tak 1 KO BCEM ero KOMNOHEHTaM B OTAEMNbHOCTH.
2. UmywecTBeHHbIE NpaBa
MmyLecTBeHHblE aBTOPCKUE npasa Ha aaHHoe 10 npuHagnexaT ucknioumntensHo MNpasoobnagaTento.

Bawm, KOHEe4YHOMY Monb3oBarento, npegocTaBndeTCA HEUCKITIOYNTESIbHOE NMpPpaBO Ha UCNONb30BaHWe Mo B YKa3aHHbIX
B AOKYMEHTauunun uenax n npum cobnogeHun npuBeaeHHbIX HNXe yCJ'IOBMl71.

3. YcnoBusa ncnonb3oBaHuA

MO moxeT 6bITb NCMNOMB30BaHO TONBKO B CTPOrOM COOTBETCTBUM C JOKYMEHTaMU, MHCTPYKUMSMU U pEKOMEHAALUAMU
lMpaBoobnagartens, oTHocAWMMMUCA K AaHHomy T1O.

Bbl MmoxeTe YCTaHOBUTb MO kak Ha OgHOM, TaK U Ha HECKOJTbKNX KOMMNbOTEPaAX N UCMNOJIb30BaTb no OQHOBpPEMEHHO
06€e3 OTYMCNEHMS NIMLEH3NOHHLIX NIaTexen, npun ycrnosuun HpMOGpeTeHMﬂ HeobxoaMmoro Ansi paGOTbI Konmn4yecTtBa
nepcoHalibHbIX 3J1EKTPOHHbIX kntoden. Onsa paGOTbI ¢ MO opHoro lMonb3oBaTtensi Ha OAHOM pa6oqu mMecTe
Heobxoaoum oauH HepCOHaﬂbeIVI SﬂeKTpOHHbIVI KITHOM.

4. O6a3aTenbCcTBa

Bbl 06a3yeTech He pacnpocTpaHsATtb O, T.e. He nepedaBaTb €ro Afis NMOCMeayloLero MCronb3oBaHUs TPeTbUM
nvuam. Mog pacnpocTtpaHeHnem MO noHMMaeTcs NpefoCTaBneHne 4OCTyna TPeTbM NuLam K BOCNpPOU3BeAEeHHbIM B
nto6on dpopme komnoHeHTam MO, B TOM Yncre ceTeBbIMU U MHbIMK criocobamu, a Takke NMyTeM UX NPOAaXW, NpokaTa,
cOayv BHaem WUnu npenocTaBfieHnst B3alMbl.

Bbl He umeeTe npaBa OCYLUeCTBIATb CaMOCTOATENIbHO UINN pa3pellaTtb APYrMM nuuam OCYLUeCTBIATb CrneayroLlyto
NeATerIbHOCTb:

- gonyckaTtb Ucnonb3oBaHune MO nogbmu, HE MMeLUMN npaB Ha Ncnonb3oBaHne gaHHOro MO wm paGOTaI'OLIJ,I/IMM B
OAHOW CEeTM NN MHOroMosbL30BaTENLCKOM cucTeme ¢ Bamu;

- MblITaTbCs AM3accembnMpoBaTth, 4eKOMNUNUpoBaTh (NpeobpasoBbiBaTb OOBLEKTHbIN KO B MCXOLHbIN) NPOrpaMmsbl,
apavBepbl 1 apyrne KoMnoHeHTol M0;

- BHOCUTb Kakue-nmbo U3MeHeHusi B kog Nporpamm, ApanBepoB 1in 6a3 gaHHbIX K HUM, 3a UCKITIOYEHNEM TeX,
KOTOPble BHOCATCS LUTATHBIMU CPEACTBAMM, BKITHOYEHHBIMM B KOMMNEKT noctaeku MO 1 onucaHHbIMK B
AOKyMeHTaLuuu, a Takke pa3bupaTtb U aHanMavpoBaTb annapaTtHble CpeacTBa, Bxoasime B cocTas M0, BbIACHATb UX
YCTPOWMCTBO ¥ NMPUHLMMbI paboThl;

- NpeaocCTaBliATb aBTOPCKME npaBa Ha ncnosfib3oBaHne nporpaMmm nnun gpyrmue npasa Ha no TPEeTbUM Tl aM;

- coBepliatb oTHocutensHo MO gpyrve 4encTBUSA, HapyLLatoLmne poCCUNCKOE 3aKOHO4ATENBCTBO U HOPMbI
MeXAYyHapoOHbIX A4OroOBOPOB NO aBTOPCKOMY npasy, BKIO4Yaa NMCNosib3oBaHMe NporpaMMHbIX CpeacTB.
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5. Cpok pnenctBus floroBopa

HacTtoawun [doroBop BCTynaeT B Cuily C MOMeHTa Haxatus Bamu kHonkm «[anee» nporpammbl yctaHoBku 1O u
OEenCcTBYeT Ha NPOTSXKEHMM BCEro cpoka mncnosnb3oBanus M0.

B cnyyae HapyweHusa Bamu ycrnosuii HacTodwero CornatleHns uinm HecnocobHOCTU anee BbIMONHATb ero yCroBus,
Bbl 06sa3yeTecb yHUUTOXUTL BCe konuu 1O (Bkntoyas apxvBHble, annbl ¢ MHgopmMaunen, HocutTenu, nevaTHble
MaTepwuansl) UnNn BEpPHYTb BCe oTHocAlmeca k MO maTepuansl opraHusaumm, B kotopon Bel npuobpenu MO. MNocne
atoro CornalleHve npekpaiwiaet CBoe AencTBHe.

6. OTBeTCTBEHHOCTb

HeneranbHoe ncnonb3oBaHWe, pacnpocTpaHeHne 1M BOCMNpPOM3BeAeHNe (KonupoBaHWe) nporpammHoro obecneveHus
aBnsgeTca HapyweHveMm 3akoHa P® "O npaBoBow oxpaHe nporpamMm AN 3NeKTPOHHbIX BblMUCAUTENbHbLIX MaLlUUH U
6a3 gaHHbIX" U NpecneayeTcsa No 3aKkoHy.

B cnyyae HapyweHus Hactodwero CornaweHus [lpaBooGnagatens nuvwaeT [lonb3oBatens npaBa Ha
ncnonb3oBanue MO. MNpu aTom NpaBoobnagarenb NONTHOCTLIO OTKa3bIBAETCSH OT CBOMX rapaHTUNHBIX 06593aTenbCTB.

7. MapaHTUmn

MpaBoobnagaTensb rapaHTUpPyeT COOTBETCTBME KOMMOHEHTOB MO cneundukaumsam, a Takke padotocnocodHocTtb MO
npu BbiNonHeHuu MNonb3oBaTenemM ycrnoBuii, OrOBOPEHHbIX B JOKyMeHTauummn Ha MO.

MO nocTaBnsieTcs "Taknm, Kakoe OHO ecTb". lNpaBoobnagaTtenb He rapaHTupyeT, yuTo MO cooTBeTcTBYET Bawwum
TpeboBaHuaMm, 1 Bce gencteus MO OyayT BoINONHATLCA 6e30WnboYHo.

MpaBoobnagaTenb He rapaHTUPYeT KOPPEKTHYI COBMeECTHyt paboTty MO c¢ nporpaMMHbiM obecrneyeHuem unu
o6opyaoBaHMeM APYrMx NPOM3BoaUTENEN.

8. OTKa3 OT OTBETCTBEHHOCTU 32 KOCBEHHbIN yLiepo

B obbeme, gonyckaeMOM JeWCTBYIOLLMM 3akoHoaaTenbcTBOM, [MpaBoobrnagaTtens He HeceT OTBETCTBEHHOCTb 3a
Kakne-nnbo ybbITKM (BKNtoYas peanbHbii yuwepb u ynylleHHy Bbirogy), BO3HMKLLME M3-32 MCMOSb30BaHUSA MMM
HEBO3MOXHOCTM ucnonb3oBaHus MNMO.

A NPOYNTAIT N NOHAN JAHHOE NUUEH3MOHHOE COITIAWEHWME CO BCEMW OrOBOPEHHLIMA B HEM
MYHKTAMW.

A NMPUHNMAIO JAHHOE JIMLEH3NOHHOE COIMALUEHME LENTMKOM.

ECI A HE NPUHUMAIO 3TO NNMLUEH3MOHHOE COITIALWLEHME UNN XOTA Bbl OOWH N3 ErO MYHKTOB, TO
JAHHOE NNMLUEH3MOHHOE COIMALWIEHWE HE BCTYMNAET B CUIY, N A OBA3YHOCb HE YCTAHABIIMBATL A
HE NCMNOJIb3OBATb AJAHHOE MMO.
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O6wue cBegeHus

Ha3HauyeHue

eToken ana Kpuntollpo CSP 3.6 — moaynb, nossonswowmin ucnonbdosats USB-kntoum u cmapT-kapTel €Token B
KayecTBe YCTPOMCTB XpaHeHus krodeBon uHdopmauuu Kpuntollpo CSP 3.6. MNpu yctaHosneHHom eToken ang
Kpuntolpo CSP 3.6 onepauuu c¢ knouyeson nHgopmaumen Kpuntollpo CSP 3.6, xpaHsiwerica B namsatu eToken,
MOMHOCTbLIO aHaNornMyHbLI onepawmam ¢ knoyeson nHgopmaumen Kpuntollpo CSP 3.6 Ha apyrnx ycTponcTeax.

KrnoyeBble KOHTENHEpPbI

KnioueBas uHdpopmauua Kpuntollpo CSP 3.6 — cepTtudmkatel 1 Kpuntorpadmyeckme Krounm — XPaHUTCa B Tak
Ha3blBAEMbIX K/THOHYEBbLIX KOHMeUHepax.. [LoNONHUTENbHO KIMOYEeBOW KOHTENHEP COAEPXMUT CIyXeOHy MHdopmaumto,
Heobxoaumyto ansa obecneyeHnsa KpunTorpagouyecKon 3aLuTbl KItoyen, X LLenoCTHOCTU U T. .

«eToken anga Kpuntolpo CSP 3.6» no3BonseT XxpaHUTb KNOYeBble KOHTENHEPHI B 3aluuLLieHHon namatn eToken, Tem
cambiM obecneuunBasi psag 4ONONHUTENBHbLIX NPEUMYLLLECTB.

NMpuMmeuyaHue

«eToken ana Kpuntollpo CSP 3.6» Bepcun 3.1 He NOAAEPXMBAET KIOUEBbIE KOHTENHEpPDI, CO34aHHble C noMoLllblo «eToken
ans Kpuntollpo CSP 3.6» Bepcum 1.x. Ecnm B namaAtn Bawero eToken ecTb TakuMe KOHTEMHepbl, Bbl HE CMOXETe uX
npuMeHaTb nocrne yctaHoBku «eToken ana Kpuntolpo CSP 3.6» Bepcun 3.1.
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Mpenmywectea

o Be3onacHocTb knrwouyeBon wuHdopmauumn. Kniovesasa wuHpopmaums CK3WN Kpuntollpo CSP (uudposble
cepTudumkathl, 3akpbiTble krtoum LM u wndposaHns) xpaHutca B 3awménHon NNH-kogom namatn eToken, a
He Ha gucke komnbioTepa. Cam eToken annapatHo 3awuwéH ot nepedopa MUNH-koaoB. DNEKTPOHHbIE KU U
cmapT-kapTbl eToken PRO cooTBeTCcTBYlOT TpeboBaHMAMM pykoBoAsLLIEro AokymeHTa [roctexkommuccum Poccum
"ABTOMaTU3MPOBaHHbIE CUCTEMBI. 3alimMTa OT HEeCaHKLVOHMPOBAHHOIro gocTtyna K uHdopmaumn. Knaccudmkaums
aBTOMaTU3MPOBaHHbIX CUCTEM M TpeboBaHus MO 3awwnTe nHdopmaumun”, cepTMdULNPOBaHbI MO MEXAYHAPO4HOMY
ctaHgapTy 6esonacHoctn FIPS 140-1 (ypoBHuM 2 m 3), a ucnonb3yemasi B HMX OnepauuoHHas cuctema - no
ctaHgapty ITSEC Level E4.

o HapéxHoctb. Kniouesas mHdopmauma CK3W Kpuntollpo CSP xpaHuTcs B 3awuwiéHHon namatu eToken wu
OCTaéTCsl B COXpaHHOCTU 1 6e30MmacHOCTH Aaxe B Crlyvyae MOSIOMKMU KOMMbKTepa Unn ero yTepu.

e Mo6unbHocTb. Manbin pasmep USB-knioua eToken nossonsieT nerko HOCUTb Koy ¢ cobon u Bcerga MMeTb
BO3MOXHOCTb paboThbl C 3aLUMLLEHHON NOYTOM U YyOANEHHOMo 3aLULLEHHOro AOCTYNa K KopnopaTUBHLIM pecypcam
n 17.4. Cmapt-kapta eToken PRO nmeeTt pazmep 06bIYHOM KPEANTHOW KapTOUKM.

o CooTBeTcTBMe cTaHpgapTaMm. eToken COOTBETCTBYET POCCUMWCKUM U MeXAyHapoOHbIM CTaHgapTam KayecTBa U
BGe3onacHoCcTH, a Takke COBMECTMM C BeAyLMMKU npoaykTtamu MmpoBbix BeHOopos: IBM, Microsoft, Oracle u ap.
CerogHs eToken saBnseTcsa cTaHgapToMm "Ae-dakTto" Ha poccumckom pbliHke USB-knouen / cmapt-kapT gns
WMHpopMaLnoHHoN 6e30nacHOCTU, NO3BONAA XpaHUTb B NamMsaTu ogHoro eToken uudpoBbie cepTuduKaThl, Kouu,
naponu, koAbl goctyna ans 6onee yem 200 pasnuyHbIX MPUMOXKEHUA BeOyLUMX OTEYECTBEHHbIX M MUPOBbIX
paspabotunkos MO u cpeacte Vb.

e 3awmta MHBECTULMN. B 3aBUCMMOCTM OT CrOXMBLLENCA B opraHm3auun IT-uHdpacTpyKTypbl MOXHO BblOpaTb
onTumarnbHbI popm-caktop eToken: USB-kntod nnmn cmapTt-kapTa.

o EpuHoe cpeacTtBO ayTeHTUMKauuMm U KOHTpona poctyna. USB-kmnoum u cmapT-kapTbl eToken moryt 6biTb
OOMoJSIHeHbl naccuBHbiMM pagnomeTkamy (RFID-meTkamn) gns uMcnonb3oBaHUS UX B CUCTEMax KOHTPONSA W
ynpaenenusa goctynoMm (CKY[). Ha noBepxHocTu cmapT-kapTbl eToken MoxeT ObiTb HaneyaTaHa coTorpadus
BMagernbLa Ans ero Bu3yanbHON ugeHTugurkaumm.
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HoBoe B Bepcum

B Bepcuio 3.1 BkntoveHa nogaepxka eToken PKI Client Bepcuun 5.1 SP1, uyto B nepByto ovepeab AaeT BO3MOXHOCTb
NCMonb30BaTh B KAYECTBE HOCUTESNEN ANEKTPOHHbIE KITHOYN U cMmapT-KapTbl eToken Ha nnaTdopme Java.

CocraB guctpmbyTuBa

,D,I/ICTpI/I6yTI/IB MoA4yna NoCTaBndeTCcA AByMA cnocobamu:

e B BMAE apxmBa, KOTOPbIA MOXHO 3arpy3nTb C carita komnaHuun Aladdin.

e B cocTaBe AUCTpMEYTUBA NPOrpaMMHOro NpoaykTa, ucnosb3aytowero Kpuntolpo CSP 3.6.

Ha cante Aladdin apxmB cogepxur:

e eToken_for_CryptoPro_x64.msp — nakeT o6HOBNneHuMs pana kpuntonposavgepa Kpuntollpo CSP (ans
anmnapaTHoi nnatdopMbl x64).

e eToken_for_CryptoPro_x86.msp — nakeT o6HOBNneHuMs pana kpuntonposavgepa Kpuntollpo CSP (ans
annapaTHoi nnaTtgopmbl x86).

e eTCPCSP3_6.pdf B nanke RUS — KpaTkoe cnpaBo4yHOe pyKoBOACTBO (3TOT dhann).
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CucremMHble TpeboBaHuUA

TpeboBaHuMA K NporpammHOMY obecneyeHuto

Insa pabotel eToken gns Kpuntollpo CSP 3.0 Heob6xoanm nepcoHanbHbIN KOMMNBbIOTEP CO CReayrLwmuM nporpaMmMHbIM
obecneyeHnem:

Insa pabotbl eToken gns Kpuntollpo CSP 3.6 Heob6xoanm nepcoHanbHbIN KOMMNBbIOTEP CO CReayrLwmuM nporpaMmMHbIM
obecneyeHnem:

1. Jlobas M3 onepauMOHHbIX CUCTEM:
e Windows 2000 (1A32);

e Windows XP (1A32);

e Windows 2000 (1A32);

e Windows Server 2003 (1A32);

= Windows Server 2008 (1A32).

2. Microsoft Internet Explorer Bepcuu 5.0 uniu Bbllle;

3. Jhwobon n3 Habopos apaneepoB eToken:

e eToken PKI Client 4.5 /4.55 /5.0 /5.1 /5.1 SP1: o6s3aTtenbHO ANns yCTponcTB eToken Ha nnatdopme eToken
Java (cM. Tabanuy Huxe)

e eToken RTE 3.51 / 3.66;

4. [JononHuTtesibHble ﬂ,paﬁBepbl ANa cunTbiBaTENEN CMapT-KapT, €Cnn Takne UCnosib3yrTCa,

e Kpuntollpo CSP Bepcuu 3.6.

TpeboBaHus K annapaTHOMy obecrneyeHuto

Ona pabotel eToken ana Kpuntollpo CSP 3.0 Heob6xoamm nepcoHanbHbI KOMMboTep co cBoboaHbIM noptom USB
ana USB-kniovert eToken n/vnu cuntbiBaTenem cmapT-kapT — Ans cMapT-kapT eToken PRO.

Ona ycnewHon pabotel eToken ans Kpuntollpo CSP 3.0 Heobxoaumo, 4Tobbl MakCcMManbHbIM CBOGOAHLIN BMNOK B
namaty eToken umen pasmep He meHee 2 Kb.

USB-kntod nnmn cmapT-kapTa eToken:

e eToken GT,;

e eToken NG-FLASH (Java);

e eToken NG-FLASH c onepaumoHHon cuctemon Siemens CardOS V4.2b;
e eToken NG-OTP (Java);

e eToken NG-OTP ¢ onepauuoHHoi cuctemon Siemens CardOS V4.2b;

e eToken PRO (Java);

e eToken PRO c onepaunoHHon cuctemon Siemens CardOS V4.2b.
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Tabnuua coBMeCTUMOCTH nporpaMmmMmHbIX U annapaTtHbIX KOMMNOHEHTOB

OnepaunoHHas Hab6op gpanBepoBMogenu eToken

cuctema
\Windows 2000 eToken RTE 3.51/ « eToken NG-FLASH c onepaunoHHoit cuctemoin Siemens CardOS
(IA32) 3.66 V4.2b;
\Windows 2000 eToken RTE 3.51/ « eToken NG-OTP c onepaunoHHoit cuctemoit Siemens CardOS V4.2b;
Server (1A32) 3.66
e eToken PRO c onepauuoHHoi cuctemonn Siemens CardOS V4.2b.
\Windows XP (IA32) eToken RTE 3.51/
3.66
eToken PKI Client « eToken GT;
4.5 (v Gonee
HOBOW BepCHM) e eToken NG-FLASH (Java);
e eToken NG-FLASH c onepauMoHHoM cucteMon Siemens CardOS
V4.2b;

e eToken NG-OTP (Java);
e eToken NG-OTP c onepauMoHHON cucteMmon Siemens CardOS V4.2b;
e eToken PRO (Java);

e eToken PRO c onepauMoHHoOi cuctemoi Siemens CardOS V4.2b.

\Windows 2003 eToken RTE 3.51/ « eToken NG-FLASH ¢ onepaumnoHHoi cucteMoii Siemens CardOS
Server (I1A32) 3.66 V4.2b;
\Windows Server e eToken NG-OTP c onepaumoHHoi cuctemoi Siemens CardOS V4.2b;

2008 (IA32/x64
( ) e eToken PRO c onepaumoHHoi cuctemon Siemens CardOS V4.2b.

\Windows Vista

(1A32/x64) eToken PKI Client e eToken GT;
4.5 (unn bonee
HOBOW BEpcum) e eToken NG-FLASH (Java);
e eToken NG-FLASH c onepaumoHHOM cucteMmon Siemens CardOS
V4.2b;

e eToken NG-OTP (Java);
e eToken NG-OTP c onepaumoHHoOn cucteMmoi Siemens CardOS V4.2b;
e eToken PRO (Java);

e eToken PRO c onepauMoHHOM cnuctemor Siemens CardOS V4.2b.
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YctaHOBKa

Mogynb eToken gna Kpuntollpo CSP 3.6 ycTtaHaBnuBaeTcsl kak OGHOBMNEHWE AN yXKe YCTaHOBMEHHOro Monaynsi
noanepxkn eToken gna Kpuntollpo CSP 3.6.

B nepByto ouvepenb Heobxogumo HacTpouTb eToken ana Kpuntollpo CSP 3.6 Ha paboTy co cuuTbiBaATENSIMU,
KoTopble 6yaoyT ncnonb3oBaThCcs A58 NoaknoveHus yctponcte eToken.

BTopbiM aTanom, BaM Heobxoaumo 6yaeT Ao6aBuTb HocuTenu — Te mogdenu eToken, koTopble Bbl GygeTe
NCMONb30BaTh AMA XPaHEHUS KMoYeBbIX KOHTENHEPOB.

MpumeuaHue

[ins ycTaHOBKM U yaaneHus nporpaMMHoro o6ecrnedyeHus TpebyoTcs MOSIHOMOYMS NIOKaJIbHOro agMUHUCTpaTopa.

Becb npouecc ycTaHOBKM BbIMOMHAETCA C MOMOLLbIO Nporpammbl-macTepa. Npu atom O0ypeT nobaesneHa Gubnuotekn
noanepxkn eToken n Heobxoanmble napameTpbl peecTpa. Utobbl ycTtaHoBUMTL Moaynb eToken ans Kpuntollpo CSP
3.6 BbINONHUTE cnegyoLlne OENCTBUS:

1. B 3aBucMMOCTM OT MCMONb3yeMon oOrnepauuoHHon cuctembl 3anyctute eToken for CryptoPro x64.msp uwnu
eToken_for_CryptoPro_x86.msp.

2. B okHe nporpammbl-MacTepa HaxxMuTe KHonky OGHOBUTL.

.|

Bac npveeTCTBYET Nporpamma obHoBneHwa
"KpvnTolpo CSP"

MpOrpaMta YCTIHOBMT ofHoEneHHe AnAa “Kprnmolipo C5P" Ha
KoMMs0TER, JAna NpoA0NMEHHA HANHMTE KHOMKY
"OBHOBHTE",

Kpuntolipo GSP
3.6

< Hasal | OEHOEHTE = I CITrHEHS
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Mocrne 3TOro cpasy HauyHETCs MPOLECC YCTAHOBKM MOAYNs MOAAEPXKKM M HAaCTPOMKM MapameTpoB peecTtpa.
Tekyllee coCTosiHME MnpoLecca oTobpaxaeTcs B BUAE LLUKamMbl C KOMMEHTAPUAMM MO KaxKaoMy aTany.

]L¥ Yeranosxa “Kpentollpo CSP* - EI

Yeradoska "KpsinTollpo CSP™

YCTIHAENHESHOTCA BoIOPIHHEE KOMNOHEHTES NoOrpatel.

. ook AMTECE OEOHYAHHA YCTAHOBKH “KpHnTollpo C5P®, 370 MOMET 3aHATE
HECKONGLED MHHYT.

CocTomHHE:

ANNNNNNNNENANNENNENREEEEENR

= Hasan danee = I OTHEHS |

3. MNocne 3aBepLUEHNSI YCTAHOBKM Ha 3KpaHe MOSIBUTCS HOBOE OKHO C COOTBETCTBYHOLLMM COOBLLEHMEM. 3aKPOUTE €ro,
Haxas kHornky FoToBo.

il ¥cranoska "Kpuntolipo CSP” ]

Mporpamma yoradoesd "Kpsntollpo CSP"
saBepueHa

¥oTadoexa “KpHnmolpo CSPY yonewHo 3asepueHa, Hawmure
kHomy "ToToBo" ARS8 BiX048 M3 APOFDarbl,

Kpunrolipo CSP
3.6

FoToso CITMeHE

o
I
&
o
1=}
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Pa6ota c moaynem eToken ana Kpuntollpo CSP 3.6

3anucb ceptudunkatoB B namaTb eToken

Mpouenypa 3anpoca Ha nonyyeHne cepTndukaTa n 3anncy NonyyYeHHoro ceptudmkarta B namate eToken npu pabote
¢ Kpuntollpo CSP 3.6 aHanornmyHa oOblMHOMY nopsigky nonydeHusi cepTudpmkatoB cpeactsamum Windows u

Kpuntollpo CSP.

Hanpumep, Ana reHepupoBaHUs KMHOYEBOW Napbl U MonyYyeHuss cepTudoukata Ha BeG-yane LeHTpa cepTudumKauum

npeanpuaTns Ha ocHose Windows Server 2003 BbINONHWUTE criegyoLLyto nocrnegoBaTenbHOCTb AENCTBUN:

1.

3.

Ha gomalwuHen ctpaHuue Beb-yana cnyx0Obl cepTudukaummn Belbepute NyHKT, BblA€NEHHbIN HA KapTUHKE BHU3Y, U
HaxmuTe Oanee.

Microzoift Cnypebe ceptudmeaupun -~ ALADDIM

DoBpo noxanosaTtb

3ToT Beb-caiT No3BONAST 3aNPOCHTE cepTHMWKAT ANA Bawers obo3pesaTens Beba, KWeHTa
SNEKTROHHONH NOYTLI, APYTMX NPOrpatM. C NOMOWLK CepTUgMKSTA Bl CMOHETE
YAOCTOBRPATE CEOK MHYHOCTE, NOANUCHIBATE W WHpPOBaTE COODIWEHNA, 8 TaKKe, B
3ABHCHMOCTH OT THNA 3aNPOLEHHOTO CePTHDKMKATA, BLINOMHATE APYHEe AeACTEMA,
CEAZaHHEIE ¢ oDecnedeHrenm De30nNacHoOCTH B HHTEPHETE’.

ZToT BeB-CAAT NOIBONAST TakKe 3arpyanTe cepTudukaT Leutpa Ceptudmkaumn (LIC),
Lenouky CepTHPHKETOR WK CNMCOK OT3kIBa CepTudgmkaTos (CRL), a Tawke NpocMoTpeTe
COCTORAHKE IANDOCOER HA CePTHMKAT, HEXOLALMKCA B COCTOARKMN OWIAHNE.

DononHuTensHele CBEAeHNA O CyGax CepTUdHKaLM ci, JokyMaHTaUMA cryG
T =% A,

BhiGepuTe HYKHOS AeACTEME!

§§I’IE2 Eg EEETH@ HI{E I g

MoockoTp COCTOAHKA CHUASSMOrD SANPOCE CanTHhHKATS i
3arpyaka ceptuduraTa LIC, Henoykn cepTudiMkaTos MK CRL

Ha cTpaHuue Boibopa Tuna 3anpoca Bbibepute PaclumpeHHbIn 3anpoc 1 HaxmuTe Oanee.

Microsoft Cnyebel ceptudmkauud -~ ALADDIM

3anpoc cepTudmKaTa

Bbifepute TUN cepTudnkaTa;
THDHWKEST 00N, Tens

MMNH BbIAARTE DACIWMDEHHBIR 3aND0C CepTHHKATE.

L |
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5.

6.
7.

26.02.2010 [Moaynb «eToken anga Kpuntollpo CSP 3.6»]

4,
atomy LIC n HaxxmuTe Oanee.

Microsoft Cnyebe ceptudmeauun -~ ALADDIMN

PaclumpeHHbIid 3anpoc cepTuduKkaTa

Ha CTpaHuue PaCLIJMpeHHbII;i 3anpochkbl CepTM(bMKaTa LWenkHUTe Ha ccbinke Co3patbh M BblAaTb 3anpoc K

MNonutuka LT onpefenfeT THikl CapTHWKETOR, KOTOPRIS Bbl MONETE 3anpallneaTs.

EuiBapuTe HygHHOS JeRCTEME

COBQE‘TI: W EBINETE 3ar|g|:n: K STOMY QC.

aanpoc DﬁHDE:ne HUA, HCI‘IDFII:EH{FI base- 64 u.IHI:iJDDBaHHb:H padn PRCS #7

3ENPOCUTE CEpTURMKAT ANA CMAERT-KADTEI 0T MMEHK ADYIOrD NONLI0BSTENA ¢ NOMOULIG

Li] H HK&T T-

nFI!‘IME'-I-ElH HE. HYHHD MMETE EEFTI-'I¢I-1KE‘I' AreHTa NOLAYH FARB0K QNA BR0EYH 3AaNpOCa 0T MMEHH Qpyror

noneF0eaTens.

e B none LWa6noH ceptudcmkara Bbibepnte 3apaHee Co3aaHHbIN LWABGMOH.

=l

Ha cnepytowen ctpaHuue BaMm OyaeT npeanoXeHo BbibpaTe NapameTpbl cepTudmnKaTa 1 KnoveBow napbl.

e B none CSP BbibepuTe 13 cnvcka COOTBETCTBYIOLUMI anropuTM (OOMH U3 BblAENEHHbIX Ha PUCYHKE BHU3Y).

Wabnow ceprudukara:

| KpunmoMpo =]

NapaMeTpLl Ko Ya:

& Cozpate noseil Habop knovei O Menonesosate cywectevowmi nafiop knmouei

CEP: | Cryplo-Pro GOST R 34.10-94 Cryptographic Senice Provider

- |

Wen = [Schlumberger Cryptographic Serice Provider

FRONIbIDRARNE KIOHEH Microsoft Base DSS Cryptographic Provider

Pazmep kniova: (Microsoft RS4A SChannel Cryptographic Provider

Microsoft Base DSS and Diffie-Hellman Cryptographic Provider
Microsoft Enhanced DSS and Difie-Hellman Cryptographic Provider
ficrosoft DH SChannel Cryptographic Provider

Mntmseﬂ Enhaneed RSA and AES Cryplographic Provider

ographic Semice Provider

rrptn Pm GDST 34, H] 94 KC1 C3P
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
Crypto-Pro GOST R 34.10-2001 KC1 CEP

=

TENEM MKMA KOHTERHERE KNKMNE

-

YomaHSenIesem mopHesad cep.mcpuxam .|'..[l3 HeoGxoduno Beims

SOMUNLCIRSR0HoR, Wnabbl coadambs NoRANLEN0S
NN HLELALDE.

HononHuTENbHEIE NAPAMBTPLI:

Dopmat zanpoca: & CWC  CFKCS10

AnropuTi xewnposanka; | GOST R 34.11-94 =l
HemoReayemcR moneko Gra RoGRUCaMus Sanpoca.

I Coxpannme sanpoc & daine

ATpHBY TR |_| _Iill

Monathoe wws: |

HaxmuTte BblaaThb.

Y6enoutecb B TOM, YTO K KOMMbIOTEPY NOAKITIOYEH TONbKO oauH eToken.

13 13 30



26.02.2010 [Moaynb «eToken anga Kpuntollpo CSP 3.6»]

8. B okHe KpunTollpo CSP BbibepuTe cuntbiBaTENb, K KOTOPOMY NOAKMIOYEH eToken, 1 HaxxmuTe OK.

= Kpunmolipo CSP

b BeTaseTe SHCTEI KAKMSSE0H HOCHTE ML
c20a8142-8102-4a1 a-Bod3-a0a581 3bEad0,

Ceeg e
YerpodicTea: Beramnersies HocUT 8
EI' A ]ETDKEN_PHDBE_IIIJJIJ'I?

CocTonmses;

o

AFS Al N

Q. I Oredens J LCeagenma <<

NMpuMmeyaHue

B none BcTtaBneHHbIn HOocuTenb oTobpakaeTcs creaytowas uHdopmauus: ETOKEN_<mogenb>_<uaeHTudukatop>, rae
<Mopenb> =

e JAVA — ansa eToken GT, eToken PRO (Java) , eToken NG-FLASH (Java) n eToken NG-OTP (Java) ;
e PRO16 — ans eToken PRO c onepaunoHHol cuctemoint Siemens CardOS/M4.0;
¢ PRO32 — ansa eToken PRO c onepaunoHHon cuctemolt Siemens CardOS/M4.01;

e PRO — ans eToken NG-FLASH, eToken NG-OTP u eToken PRO ¢ onepauunoHHoW cuctemoin Siemens CardOS V4.20 wnun
4.2b;

9. B cnepgywowem okHe BaM OydeT npeanoXeHO WHULMANU3npoBaTb AaTyMK ClydanmHbiX uucento. [Ons aToro
OBUranTe MbILWbI0 UM HAXXMMaWTe CryvyaliHble KIaBULLIM Ha KnaBuaType A0 TeX Nnop, Noka NyHKTMpHas LKana B
OKHe He OyaeT 3arnoriHeHa o KoHua.

BHONOrYECKHA JaTHHK X|

HaMr3HTE KASBMWM MK GEMMETE MEIUED. .

IHe‘r

[(NENRERENRENRENRNNDD
Ortras |

10. MNocne uHUUManu3auun gaTymka CrnyyYyanHblX YMCEN Ha dKpaHe aBTOMaTUYeCKU MOosiBUTCA OkHO Ans Beoa lMAH-
kopa. 31oT NMNNH-koa 6GyaeT ncnone3oBaTbCs ANs 4OCTYNA K CO34aBaeMOMY KOHTENHepY.

YCTaHoBWTE pin-Kon Ha COS0aEaEMbBIN KOHTENHERD
B45e31 Be-023f-4201 -adba-ec18ac] 21 3ck

Pin-roa; I

[T ZanomAure pin-kog

TreHa |
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11. Haxmute OK. B namatn eToken Gyaet co3aaH kntodeBon koHTerHep Kpuntollpo CSP 3.6.

B npouecce noarotoBku 3anpoca Ha nonydeHue cepTudpmkaTta B okHe Internet Explorer 6ynet otobpaxartbcs
cnepyoulee coobuieHue.

Cozparmie zampoca...

12. Ecnu HacTporku LeHTpa cepTudumkauum TpebyoT ofoobpeHusa 3anpoLleHHOro cepTudukata aucnetvyepom
cepTMdUKaToB, Ha 3KpaHe nosaBuTCs cTpaHuua OxupaHue ceptudmkara/Certificate Pending.

A Cnyx6b1 ceprutuikaumnn - Microsoft Internet Explorer,

A=

3
o

Mavn  [paeka BuA  MzfpaHHoe  CepBMc  Cnpaeka ks

@Hamﬂ. - O \ﬂ @ _;‘] ,:\J Mokck: E"n\_r, MzBpaHHoe @Menna G} [__\,' :ln —

Bapec ;Elhttp:,l',l'winzkser,l'certsrv,l'u:erI:Fnsh.asp " I'Iepex-:n.a. Ceeinmien

Microsoft - Cnyxbel ceptidukagmn - CompanyCA DHOK

OxuaaHue cepTudhukaTa

Balw 3anpoc Ha cepTUdrkaT nonyyeHd. CneayeT NoAokIaTe, NoKa afmMUHUCTpaTop
BbIAACT 3aNPOWEHHLIA BamMu CepTUhHKAT.

BosepaTtiTeck Ha 9TOT Beb-y3en Yepes AeHb-ApYyToi Ana nonydeHua cepTudukaTa.

JaMevaHMe: cnefyeT BOZEPATHTECA C NOMOLWEH 3TOR nporpammel obzopa eeba & TedeHue 10 gHER
AONA NoNYYEHHA CepTHbMKaTa

I@ ‘:J Local inkranet

B aTom cny4ae:

e [OXAWUTECb, NMOKa AUCMNETUYEP CEPTUGDMKATOB BbIAACT 3aMpOLLIEHHbIV cepTUdUKAT;

Ha AOMallHeN cTpaHuue Beb-y3na cnyxbbl cepTudmnkaummn Bolbepmte NMpoBepuTb 0XXMAaOLWMNA BbINONTHEHUSA
3anpoc Ha ceptudukar/Check on a pending certificate n HaxMnTe [lanee/Next;
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x]

2 Cnyx6b1 ceprudmikaumm - Microsoft Internet Explorer, :

=

Mavn [paeka BuA  MsOpaHHoe  CepEMc  CNpaeka 11.
Qo - © - [l @ (b e frvsones @rese @ (- 1

<2 2l Q| o g vstpance @Pena | €D | (3
sapec: | @] http:fwinzkser fcertsre] w I'Iepex-:u.a. Coeinkm 2

Microzoft - Cnyxbel ceptudivkagmn - CompanyCA OHOK

Hobpo noxanoeate!

3T0T Beb-y3en MCNONL3YeTCA ANA BEINONHEHKA 3aNpoCcoE CepTUGMKATOR ANA NPOrpaMmMEl
obzopa Beba, KNMEeHTa SNEKTPOHHOA NOYTEI UMK MHbIX NPOMHEMM, MCNONESYHILLMX
Be30nNacHOCTE M NPOBEDKY NOAMMHHOCTH. MOMy4YME cepTUhNKAT, Bbl CMOKETS OOHOSHAYHO
MAEHTHDMUMPOBaTE Ceba ANA Apyrx NONe30EaTeNed Yepes Ee0, NOANWCEIBATE CEOM
COOBWEHWA, WHhPOBATE CEBOM COOBLWEHUA, OTNPEENAEMEIS NO 3NeKTROHHOR NouTe i
BLINONHATE ARy THe AeHCTEWA, B 3aBMCHMOCTH OT THNA 3anpalvBastoro cepTudnkaTa

BoibepuTe Tpebyemoe AeUCTEME!

C T omnyurTe cepTrdarkaT L|C vnu CNMCoK 0T3kIBa CepTUHKaTOR
O 3anpocHTe CepTHpHMKAT

@ MpoBepHTE CHUOAKWMA BRINONHEHWA 3aNpoC Ha cepTUdKKaT

I@ MoTogo ‘ﬂ Local inkranet

e Bbl6epuTe 3anpoc Ha cepTUdUKAT, KOTOPLI CrieayeT NpoBeEpUTb, U HaxMuTe flanee/Next.

2 Coyxbb ce prumraumy - Microsoft Internet Explorer : E|

X

Marin  Opaéka Bua  MsOpanHoe Cepewc CNpaBka .1.
. Y — I B
- 1 # ] - r o
e Hazaa </ \ﬂ @ | l\] 7 Mok ‘“E#\J(’ HzEpaHHoe e Meana -63
Aapec; @ http: /fwinzkserfcertsrvcertckpn. asp W Mepexod  Cohiikk

Microsoft -- Cnyxbel cepTudmkagmm -- CompanyCa OHON

MNpoBepKa oxuaawLwero BEbINONHeHUA 3anpoca Ha cepTUdMKAT

EribepWTe 3anNpoc Ha CepTUgMKAET, KOTOPEIM CNeyeT NpoBEpHTE:

E-hail Protection Certificate (31 adeapa 2003 r. 23:13:03)

@ [oToBD ‘:J Local inkranet
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15. Ha ctpaHuue Ceptudbmkart Bbigan/Certificate Issued HaxmuTe YcTaHOBUTL 3TOT ceptudumkar/install this
certificate gnga Toro 4ToObl ycTaHOBUTL cepTMduKaT B namsATb eToken.

i

i o

@Hamﬂ. - \_/J \ﬂ @ lj j.'_\] Mamck: 'E::(’ MzBpaHHoe

sapec: | @] http:ffwinzkserfcertsrv/certfinsh.asp % I'Iepex-:n.a. Coeinem 2

A Cnyx6b1 ceprutuikaumnn - Microsoft Internet Explorer, |: E|

Mavn  [paeka BuA  MsfpaHHoe  CepeWc Cnpaeka

Microsoft - Cnyxbel ceptvduvkagmy - CompanyCA Normon

CepTUthHKaT EblfaH

JAnpoWEHHEIR BaMK CepTHRMKAT Bar Bl aH.

'—L’*‘ YCTAHOBWTE 3T0T CepTHdMKAT

I@ [OToED ‘:J Local inkranet

16. Mpu HeobxogumocTn B okHe Kpuntolpo CSP/CryptoPro CSP pgns BBoga MNWH-kopa Beeamte MAH-kog u
Haxkmute OK.

17. Y6eguTecb B TOM, YTO cepTUdMKaT YCTAHOBIIEH: OTKpbINack cTpaHuua CepTudmkaTt yCTaHOBIEH.

2 Cnyx6b1 ceprutmkaumm - Microsoft Internet Explorer, |:||E|[z|

Mavin  [paeka Bua  MsOpaHHoe  CepeWc  Cnpaeka -.1.'

i o

eH.ﬂa.ﬂ. - \_/_l \ﬂ @ lj j.'_\] MaHcK: E:{ MzBpaHHoe

Aapec: @http:,f,l'winEkser,l'certsrw'certrmpn.asp W I'IE:pexcl.a. Coeinen 2

Microsoft - Cnykbel ceptvdvkagm - CompanyCA Jowuoi

CepTUhUKaT yCTaHOBNEH

Eall HOBEIA CEpTHRMKAT YCNelWHD YCTAHOBNEH.

I@ [oToEo ‘:J Local inkranet
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YpaneHue Kno4yeBOro KoHTenHepa n3 namatu eToken

[na Toro ytobbl yaanuts kntodeson koHTenHep Kpuntollpo CSP 13 namsatu eToken, BeINONHUTE cneayioLlee.

1.
2.

OtkponTe MaHenb ynpasneHus.

Ecnn Bbl ucnonbsyete B Windows XP Bug naHenu ynpaerieHusi Mo Kateropusm (category view), Bblbepute

I'Ipoque napameTpbl NaHeNnun ynpaBneHus.

Bbibepute Kpuntollpo CSP.

B okHe CBoucTtBa: Kpuntollpo CSP BLIGepute Bknagky CepBuc.

Ceoncrea: Kpunmollpo CSP

BezonacHoCTE ] JononHKTENRHD ] AN OpKTRE

Dawme ] OfopyaoEaHue Cepetc
K.oHTEfHEpEI CEKPETHOMD KAoYa
ITH MECTERA NOSEONAKT CRONMPOESTE / Y1anWTE
CERPETHEIF KDY, HAXOAAWMACH B CYLECTBYHILL e
KOHTEHAHEpE.

Ypanure koHTEMHED. .

CrONUpOEATE KOHTERHED. . | |

CepTURUEATE B KOHTERHEDE CEKDETHOMD K1D4Ya

Jror FMACTER NOEEQNAET NPOCKOTRETE M YCTAHOEMTE
CEPTHRMEATE], HEXO0AWMECA B CYWECTEYHILLEM
K.OHT EHHEDE CEEDETHOMD ENKY3 HA HOCHTENE.

MpocroTpETE CEPTHMKATE! B KOHTERHEPE. ..

MUHHEIA CEpTHEME ST

JTOT MACTEP NOSEONAET CEASATE CYWECTEYHILLMEA
CEPTHPUEAT W3 $alina ¢ CywecTEYIL e
K.OHT 2[HEQOM CEKDETHOMD KKYa Ha HOCHTENE,

Y eTaHOBUTE AMYHEIN CEPTUgMEAT. .

[MaponK Ha HOCHTENAR CELPETHEIY KNIYes
ITH MacTepa NpeIHasHAYEHE! 1A MSMEHEHMA /
OYHCTEM 3anokdHeHHE naponei [MHH-konoE] aocTuna
K. HOCHTENAR CEKDETHEIR KTHYEN,

HzreHuTe naponk... | H.IJ.EI.I'IH'I'b SANOMHEHHEBIE NAp0A... |

ak. | OTrieHa |

5. Haxmute YaanuTb KOHTEeMHep.
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6.

7.

B okHe YoaneHue KOHTeMHepa CeKpeTHOro Knk4va Haxmute O630p.

y,ﬂ,ﬂ.-"lE HME KOHTE HHE pd CeKpETHONX KAHYG

[Moaynb «eToken anga Kpuntollpo CSP 3.6»]

K.oHTefHEp CEKPETHOMO KADYa

BESAMTE MM YKAKMUTE KOHTEMAHED CEKPETHOMD KAKYA, KOTOPBIN HEQOHOg MO
YIANKTE

Hra knoyeBora KoHTEAHERS:

' Monssosarena
" KomneTepa

Brigepure C5F ana novcka KAOYSERR KOHTEHHERDE:
Crypto-Pro GOST A 34.10-34 Creptographic Service Provider ﬂ

=

Dazop...

EBEJJ.EHHDE WA S303ET KAOYEEDH KIIIHTEIT{HEFIZ

| || OTrieHa |

B okHe Bblbop kKntoyeBoro KoHTeMHepa BbibepuTe KroyeBon KOHTEHep 1 HaxmuTe OK.

Bl Brifiop Kk.1HYE BOTD KOHTE HHE pa

E CNHCEE NOK3SEIESTE:

*  [pukecTEEHHEIE MMEHA " YHHWKkansHEIE UeHa

Crcok, KAMOHEERIX EOHTEHHEDOE NONB30ESTENA:

Cuvreieatene % | Mwa koHTeliHepa
@ ARS |f|:|h 1 E?"I ?al:u:E 235? dche- EEI'I b-bacBcha0srna

@ A i 3-a0ahiE1 3bEad0

Canizel | ak |
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8. B okHe YpaneHue KoHTeMHepa CeKpeTHOro knrwu4a ybeautecb B TOM, YTO UMS BblOpaHHOro KOHTelnHepa
nosiBurockb B none Ums kno4veBOro KOHTenHepa, n Haxvute FoToBo.

y,ﬂ,ﬂ.-"lE HME KOHTE HHE pd CEKpeTHOIO KJ1IH4Yd

K.oHTefHEp CEKPETHOMO KADYa
BESAMTE MM YKAKMUTE KOHTEMAHED CEKPETHOMD KAKYA, KOTOPBIN HEQOHOg MO g
YIANKTE

Hra knoyeBora KoHTEAHERS:

20581 42-8102-4a1 5-8cd3-a0a581 3bEa40 Dazop...

BesncHHOE WMA S3038T KAOYEEOH KOHTEEHED:
' Monssosarena
" KomneTepa

Brigepure C5F ana novcka KAOYSERR KOHTEHHERDE:
Crypto-Pro GOST A 34.10-34 Creptographic Service Provider ﬂ

OTrEHA

9. B okHe noatBepxaeHus Haxmute [a.

CeoHcTea: Kpuntollpo C5P

N

Cerdac By eT NPOHIESAEHD YAANEHHE BCEX CEKPETHEL KNHIYER H CepTHHHKSTOE
KOHTeAHepa 'c20a814e-8102-4al a-8cd3-a0a5313b6a40’. KonTeRHep nepecTaneT
CYLWECTEDBATE, BOCCTAHOEMTE KNHIHM C 3TOMD KOHTERHEPS By A8T HEBOSMOMHO,
MpoaonxHTE?

10. lMpwu HeobGxogumocTu BBeaguTe MNMUH-kog n Haxxmute OK.
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YnaneHue cuutbiBaTenem U Hocurtenen

Mockonbky eToken anga Kpuntollpo CSP 3.6 yctaHaBnuBaeTcs TOMbKO Kak OBHOBMEHMe, TO Nocne ero YyCTaHOBKU U
HaCTPOWKM Bbl MOXETE yAanuTb TONbKO A0OaBNEeHHbIE CYUTBIBATENWN UMM HOCUTENMW.

YpaneHue cunTbiBaTenen

YT06bl YaanuTb cunTbiBaTENb, BLINOMHUTE Cneaylowme enCTBUS:
1. OTtkpovite meHio Myck > MaHenb ynpasneHus > Kpuntollpo CSP.

2. Bo Bknagke OGopypoBaHue Haxmute kHornky HacTtpouTb cuuTbiBaTenu. Ha akpaHe oTkpoeTcs cnefyiouliee
OKHO.

YnNpagneHYe CYMTEIEATENAMMH Xl

CHHTEIEATENH I

R
3:5
|

YWETAHOENEHE] CREAYHILWHE CHHMTEIEATENH!

@ Bre CHMTEIBATENM CHAPT-KApT
@Ece CBEMHEIE AMCEH

AoBaEHTE. .. ¥ 1AMHTE | CEOACTEA I

R OTHEHS

3. Bbibepute Tpebyembit cuMTbIBaTENb U HAOXMUTE KHOMKY YAanuTb. Ha SkpaHe NosSBMTCS OKHO C 3arnpoCOM Ha
noaTBepXKAeHMe.

MNoATEEPHLAEHWE HA ¥ AaNeHWE CUMThIEATENA X]

' II-|I Bkl AEHCTEMTENEHD XOTHTE Y¥AANKTE CHRTRIEATENR: BCE CHMTBIEATENH CHAPT-KapT?
L]

Aa | HeT I

4. Haxxmute [Oa, nocne yero BolOpaHHbINA cYMTbIBaTENL OyaeT yaaneH u3 cnucka.
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YpaneHne HocuTenen

YT0ObI YOanuTb HOCUTENb, BLIMONHUTE CreayLIne OEACTBUS:
1. Otkpovite meHto Myck > MaHenb ynpaBneHus > KpunTtollpo CSP.

2. Bo Bknagke O6opyaoBaHue Haxmmute kKHornky HacTpouTtb HocuTenu. Ha skpaHe OTKpoeTCs criefytoLee okHO.

Y¥NpagneHye KNHYeBLIMA HOCHTENAMH XI

K.nHoYeERIE HOCHTERH |

I o
3::.
| e,

¥CTAHOENEHE! CNEAYHIWKE KNHIHEEBIE HOCHTENH:

f Rutaoken -
# cha CARDOS Y436

& tha 1COP 21

E dl=Token Java«l.0
# =Token Javavl.0b
# eToken PRO | NG-OTP

# eToken PRO v4.20b

/:ETu:ukEn PRO1G -

AoB3EHTE. . ¥ 1aMHTE CEOACTEA |

R I OTHEHS

3. Bbibepute TpebyeMmbili HOCUTENb WM HaXMUTE KHOMKy YAanuTb. Ha skpaHe nosiBUTCA OKHO C 3arnpocoM Ha
noaTBepXaeHue.

MoATEEPHLAEHHE HA ¥ AaneHWe KNHYEEOro HOCHTENA %]

L] "-'.‘ Bl AEACTEMTENEHD XOTHTE ¥ AaNMTE KNHHEE0R HOCHTENE: eToken Java «1.07
L

da |

4. Haxxmute [a, nocne 4ero BbiOpaHHbIA HOCUTENb ByaeT yaaneH ns cnmcka.
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N3BecTHble Npo6nemMbl U UX pelleHne

lpobnema:

Mpun nonbiTke yctaHoBUTb «eToken ansa Kpuntollpo CSP 3.6» Ha akpaHe NosiBUOCk OKHO CO CeayoLWMM:

[MakeT D6HOENEHMA HE MOXKET SkTE YCTAHOENEH MPM
MOMOLWM YoTaHOBWMES Windows, nockoneky
ABHOENASHAA NPOrpatdtda oTCUTEYSET, AME0 NakeT
OAHOBNEHKA NPELHAZHAYEH 00A APYrof BEQCHK 3TOMH
nparpardedel. [poBEpETE HaMKMYME 3TOMH NPOrpatdkds
HAa KOMOBKTEPE M NPABMIBHOCTE HOMEDE BEPCHM
NakeTa OOHDENEHKA,

BoamoxHas npuduHa:
Kpuntollpo CSP 3.6 He ycTaHOBMEH.
PeweHue:

YcraHoeute Kpuntollpo CSP 3.6. PykoBoACTBO MO YCTAHOBKE MOXHO HaTK Ha odmumansHom cavte Kpuntollpo.

lpobnema:

Mpn pobasneHuun B kadecTBe HocuTensa eToken Ha nnaTdopme Java, Ha aKkpaHe NOSABUNOCH OKHO C CO0BLLeHneMm:
owéka x|

@ ¥rTaHoewTe eToken Fun Time Environment eepork 4.5 MK BeIWe.

BoamoxHas npuduHa:
YcTaHoBfneHa ycTapesLlasa Bepcus ApanBepos.
PeweHue:

YctaHoBute eToken PKI Client 5.1 SP1.

lpobnema:

B okHe YnpaBneHue cuutbiBatenamm /| Readers' Control Bo Bknagke CuutbiBaTenu/Readers KHOMKK
HJo6aButb/Add 1 Yaanute/Remove HeakTUBHBbI.

BosmoxHas npuduHa:
Bbl He MeeTe NOTHOMOYMI NOKanNbHOro agMMHUCTpaTopa.
PeweHue:

HactpamBaTe cuuTbiBaTENM  MOrYT  TOMBbKO  MNOMb30BaTenW, HagenéHHble  MOMHOMOYMAMM  JTOKarbHOro
agMuHUcTpaTopa. bes aTux nonHoMounin HacTporika HeBo3MOXxHa. Haxxmute OTmeHa/Cancel.
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lMpobnema:

Mocne BBoga lNMMNH-koga Ha akpaHe noseunocb okHO Kpuntollpo CSP/CryptoPro CSP gns Beoga lNMNH-koga ¢
coobLeHnem o BBeaeHun HenpasunbHoro NVH-koaa n ykazaHuem yncna octasLlumxcs nonsiTok BBoaa NNH-koaa.

= Kpunmollpo CSP

@ HenpaBuneHeE pin-kod. JcTanock

nanemok: 2 .

xxxxxxxxx>1

Pin-ron;

[ 3anomHKTE napane

OTreHa |

B03MOXHbI€ NPUYUHbI:

1. Bbl HeBepHO BBenu NVH-koa.

2.  KkomnbioTepy noakntoyvéH apyrom eToken.

3. eToken Bbin OTKMIOYEH.

PeweHue:

1. TpoBepbTe NpaBunbHOCTbL BBeAgeHHoro NNH-koaa.

2. Yb6egutecb B TOoM, 4yTOo Bbl BBOAMTE [MH-kOg uMeHHO Toro eToken, KOTOpPbIA MOAKMOYEH K KOMMbIOTEPY.
MOMHMTE, 4YTO KONMMYECTBO MNOCreAoBaTeNbHbLIX MOMLITOK BBOAAa HeBepHoro [1MH-koga orpaHudeHo, w
NpeBbILLIEHME 3TOro OrpaHUYeHNst BegeT K OokMpoBaHuio ycTponcTea eToken.

3. MopgkntounTte eToken, ecrnn oH ObIN OTKIHOYEH.

lpobnema:

Mpu yctaHoBke cepTudbmkata B nossmslieMca okHe Kpuntollpo CSP none BcTtaBneHHbIM HOCUTENb OCTaeTCs
nycTbiM, a B none CocrosiHue/Status otobpaxaeTca coobLyeHue:

OrcyrcTByeT HocurTesib/No carrier.

= Kpunmollpo CSP

N . "
B |=| BroTaEETE YMCTRIN ENNOYEEDH HOCHTENE

= d43bde6f-0ed0-4385-8331-7 751 d7d4161.

CeeneHMA

Yerpodictea: BcTaeneHHeIM HoCHTENE:

CocToaHue:

OTCUTCTEYET HOCMTENE.

MES AL N

k. | OTtieHa CeegeHHA <<
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Bo3MOXHbI€ MPUYUHBI:

1. Bbl HeBepHoO BbIGpanu cunTbIBaTEND

2. eToken He NOAKMIOYEH K KOMMbIOTEPY.

PeweHue:

1. Y6eauTecb B TOM, YTO Bbl BEPHO BbIGpanu cuMTbIBaTE Nb.

2. Yb6eputecb B TOM, 4TOo eToken nogkntoyeH k komnbtoTepy. Y USB-knioua eToken gomkeH ropeTb CBETOBOW
nHAuKaTop. Takon xxe uHauKaTop AOMKEH ropeTb Ha cYuTbIBaTENe, eCcnv Bbl NONb3yeTecb cMapT-kapTon eToken.

lpobnema:

Mocne BbiboOpa cuuTbiBaTens B cnucke YctpomctBa/Readers B okHe Kpuntollpo CSP B none CocrosiHue
oTobpakaeTcs coobLieHue:

HEeKOPPEeKTHEIM TUII HOCUTEJIS WM HOocuTeslb He oTbopmaTmpoBaH / Invalid carrier media or carrier
media not supported.

= Kpuntollpo CSP

ﬁg: BCTaEETE YHCTRIE KNNYEEDH HOCHTENE
=1 2f961 Bed-3b32-4f9f-9e05-bedb 32 abdBEA.
CeeneHua
YerpolicTea: BoTaeneHHEIH HoCUTENE:
~
CocToaHue:
HeroppekTHEI THR HOCHTENA KM
HOCHT &M HE aTHapaTIHROESH.
MK S Al 1 b’

k. | OTieHa CeegeHHA <<

Bo3MOXHbI€ MPUYUHBI:

1. eToken gnsa Kpuntollpo CSP 3.6 He ycTaHOBMEH.

2. Tocne yctaHoBku eToken anga Kpuntollpo CSP 3.6 komnbloTep He Gbin nepesarpyxeH.
Pewenue:

1. Haxmure OK.

2. Y6eputecb B ToMm, yTo eToken ana Kpuntollpo CSP 3.6 ycTtaHoBneH. Ecnu aT0 He Tak, yctaHoBute eToken ans
Kpuntollpo CSP 3.6.

3. [Mepesarpysute KOMMNbOTEP.
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lMpobnema:

Mpn nonbiTke 3anucaTtb ceptudukat B namsatb eToken B okHe Kpuntollpo CSP B none CocrtosiHue/Status
oTobpaxaeTcs cooblLieHue:

Oumbra coemmueHus / Connection error.

= Kpunrollpo CSP

== BoTaebTe YHMCTRIN KADYEEDH HOCHTENE
(o= B4cede?B8-d166-4651 -9bb3-550c 06045653,

CeeaeHMA

YerpolbicTea: BroTaEneHHEIR HOCUTEE:

CocToAHME:

DwMtka cosaMHEHMA.

o

ARG AR N

(] | OTraeHa CeeneHuA <<

Bo3amoxHas npuduHa:
He yctaHoBneH Habop gpansepos eToken RTE nnn eToken PKI Client.
PeweHue:

YctaHoBute eToken RTE unun eToken PKI Client.

lpobnema:

B npouecce ycrtaHoBku ceptucdukata B eToken B okHe Kpuntollpo CSP B none CoctosiHme oTobpaxaertcs
coobLeHue:

Her mecTa Ha HocuTesie/Carrier full.
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= Kpunmollpo CSP E]E|

;|::g BroTaBETe YMCTRIN KAKYEEOH HOCHT Sk
== BEada7by-0f64-4bal-952d-bded36285d9.
CeeneHua
YerpoicTea: BroTaeneHHEIR HOCUTEE:
@ A ETOKEM_RZ2_0001ACEA
. CoCTOAHHE:
AES ifdh 1
Her mMecTa Ha HoCHTENE.
AR Al N b

] | OTtieHa CeegeHWA <<

B03MOXHbI€ NPUYUHbI:

1. HepoctaToyHo namsaTtu eToken.

2.  [OCTUrHYTO OrpaHn4yeHmne Mo KOSIMYECTBY KIHOYEBbLIX KOHTENHEPOB, KOTOPbIE MOTYT XpaHUTLCSA B NnamMaTh eToken.
PeweHue:

1. Yganute n3 namstn eToken HEHYXHble OObEKTbI.

2. Mpn wucnonb3oBaHunm eToken B kadecTBe HOCUTENsl KIoYeBbIX KOHTenHepoB Kpuntollpo CSP  pencrteyeT
OrpaHM4YEHNE Ha MakCUMaribHO BO3MOXXHOE KOJIMYECTBO KOHETEMHEPOB: MO YMONYaHU B namAtu eToken MOXHO
coxpaHuTb He b6onee 10 koHTenHepoB. B HekoTopbix criyyasax Tpebyetca ncnonb3oBatb 6onee yem 10 knoveBbIX
KoHTenHepoB.B onucaHum Hocutenen eToken B Kpuntollpo CSP "xecTko" nponucaHbl Nankv XxpaHeHusi KrnoyYeBblX
KOHTerHepoB, No ymonyaxuto ux 10.

MoxxHO n3meHuTb onncaHue Hocutensa eToken, no6aeus B napameTpe Folders nankn CC10 - CC19.
Hwxe npuBeaéH npumep BeTku peectpa Ans Hocutensa eToken PRO 32k:

[HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\KeyCarriers\eToken_PRO32\Default]

"Folders"="CC0O0\CCO01\CC02\CCO03\\CCO04\CCO5\CCO6\CCO7\\CCO8\CC09"
Konnyectso nanok MOXHO yBenuMUUTb, BETKa peecTpa Ans 3Toro HocuTens 6yaeT BbirnsaeTh Tak:

[HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\KeyCarriers\eToken_PRO32\Default]

"Folders"="CC0O0O\CCO01\CC02\CCO03\\CCO4\CCO5\CCO6\CCO7\CCO8\CCO\
\CC10\CC11\CC12\CC13\CC14\CC15\CC16\CC17\\CC18\CC19"

BaxHo nomMHMTb, 4TO nNamaTb eToken orpaHuyeHa, a pasmep knouyeBbix koHTenHepoB Kpuntollpo CSP, kak
npaBumno, B HECKONbKO pa3 bornblue, YeM pasmep KryeBoro koHTenHepa RSA-cepTtudmkaTa ¢ COOTBETCTBYHOLLMM
€MY 3aKPbITbIM KITHOYOM.

eToken ¢ obvemom namsatTn 32k B cpegHeM MOXeT ObiTb nomelleHo nopsgka 8-10 kr4YeBbIX KOHTEMHEPOB
KpunTtollpo CSP, Ha eToken ¢ o6bemom namsaTn 64k — nopsiaka 17-19 kntodeBbix kKoHTelHepoB KpunTtollpo CSP.

lpobnema:
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Ha akpaHe nosiBunocb coobLLeHre 0 TOM, YTO B KOHTENHEPEe OTCYTCTBYIOT CEKPETHbIE KITHOUU.

CeoHcTea: Kpuntollpo CSP

B koHTERHEpE "SCARDMETOKEN _PROZZ 00035301 AACPKCODAGCE' oTCy TCTEYHIT
. CEKPETHEIE KHIYH

Bo3amoxHas npuduHa:

CoxpaHeHHbin [MTNH-koa eToken Obin N3MEHEH.
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PeweHue:

YpanuTte coxpaHeHHble naponu Kno4veBbiXx koHTenHepoB Kpuntollpo CSP 3.6.

BesonacHoCTE HononHKTENRHD ] AT opKTHE
[ A pe ] D AopynoEaHHE Cepemc

K.OHTERHEDEI CEKDETHOMD KAK4a

ATH MacTepa NOSEOAAKT CEONMPOESTE £ YOaniTe
CEKPETHBEIN KDY, HER00AWMACA B CYWECTEYHILL ER
EOHTEAHEDE,

CKonMpoBEaTE KOHTEMAHER. . Yaa0uTe KoHTEHHER. .

CepTHgHEaTEl B KOHTERHEDE CRKPETHOMD K IH4a
3TOT MAaCTEp NOSE0AAST NPOCMOTPETE M YCTAHOEMTE

HaaMHTE FanatHEHHBIE NAPDIH EOHTEAHEDOE CEKPeTHBIE
NMUHEIR cepTUeH  kanyed:
I [v Monesoearens

CE I_
OTreHa | k. |
[Mapo Ha HOCHTENAR CEKPETHEIR KHDYER

KO
3T MacTepa NEELHASHAYEHE! 107 MSMEHEHMA /
OYMCTEM SanorHEHHEH naponed [[MH-konos] gocTyna
K. HOCWTENAR CERPETHEIN K IKYEd,

M EmeHTE naponke... | HoanrTe zanorHEHHEIE Naponu. .. |

0k, OTrieHa

lpobnema:
Ha skpaHe nosiBunocb okHo Owmnbka/Error ¢ coobieHmnem:

HeBepnet IIMH-xoOI

&

e HeeepHei PIN-koa,.

QwHAKa

BoamoxHasa npuymHa:

Bbl HeBepHo BBenu MNMNH-kop BeiopaHHoro eToken.

PeweHue:

HaxmuTte OK 1 noBTOpPUTE NOMBITKY.
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